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Introduction: 
 
 All business owners need to understand the potential risks and rewards of installing a 
wireless network at your business. This document examines some good reasons to provide 
wireless access at your company and reasons why not to. Additionally, we provide some basic 
information about wireless network technology for computers.  
 
*You should always use a professional that fully understands wireless security to install and 
setup any wireless network for business usage.  
 
 
 
What types of wireless networks exist? 
 
 You currently have a choice between at least four different wireless networks, also known 
as Wi-Fi, that operate in different ways and at different speeds: 
 
Standard Max Speed Range 

Inside / Outside 
Frequency AKA Compatibility 

802.11b 11 Mbps 125 / 459 2.4 GHz Wi-Fi, b High 
802.11g 54 Mbps 125 / 459 2.4 GHz Wi-Fi, g Best 
802.11a 54 Mbps 115 / 394 5 GHz Wi-Fi, a Low 
802.11n 248 Mbps 230 / 820 2.4 & 5 GHz Wi-Fi, n, MIMO Varies 

 
The chart above mentions “Standard” . You can view the standard as the name given by the 
standard as the name of the type of wireless network. For short, people commonly refer to each 
standard by only the letter contained in the name: b, g, a, or n. Each type wireless device 
normally will state its type of network (b, g, a, n) on its case and box it comes in. Networks 
devices based on type g can also access wireless networks that use b.  
 From this initial information you may think that 802.11n would provide the best solution 
for your business. However, standards g or a may provide a better solution depending on many 
factors discussed later. Additionally, 802.11n has never really been finalized as a standard so not 
all n devices will work well with each other. 
 
 
 
What wireless standard should I  use? 
 
 The answer depends. Each of the standards has some strengths and weaknesses. As things 
look now, n should provide the best wireless experience. But at this time, you should avoid using 
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802.11n for your business as the standard may still change. You do not want to invest money in n 
equipment as n remains in a “draft”  form and can change in the future leaving you with 
incompatible equipment. After the n standard gets finalized and device manufacturers get time to 
work out the bugs, then it will probably provide the best service. For now, you need to examine 
the type of environment you plan on using the wireless network in: 
 
Standard Max Speed Frequency Subject to 

Inter ference 
Speed over 

Long Distances 
Works in 
Clutter  

802.11b 11 Mbps 2.4 GHz High Worst Worst 
802.11g 54 Mbps 2.4 GHz High 2nd Best 3rd Best 
802.11a 54 Mbps 5 GHz Low 3rd Best 2nd Best 
802.11n 248 Mbps 2.4 & 5 GHz High & Low Best Best 

  
The above table shows a generalized view of how each standard may perform in different 
environments. Three things need noted:  

1) The higher the frequency the smaller the actual size of the signal allowing better travel in 
an environment with a lot of clutter or small spaces for the signal to travel through  
·  If you need for a signal to travel through small windows between rooms or have 

office doors with small windows then the standard with the highest frequency could 
work better provided that it does not need to travel over longer distances. 

2) The lower the frequency the farther a signal will travel in an open environment 
·  If you need the greatest range for your wireless network then you want the standard 

with the lowest frequency. In general, wireless performance will greatly decrease as 
you move further away from the device providing your access. Your speed depends 
on how strong of a signal you receive. 

3) The majority of household and business wireless networks and wireless phones (not cell 
phones) work in the 2.4GHz range.  
·  If you operate in a crowed office building, then you will face interference problems 

that will slow down your wireless network or make it unreliable if you use the 
standard with a widely used frequency. In this type of environment, you will have to 
share the 2.4 GHz frequency with many other wireless networks and other wireless 
devices. 

 
If this sounds complicated at this point then you understand the first set of issues businesses face 
with wireless networks. Wireless networks bring complication.  
 
 
 
What type of hardware do I  need? 
 
 A good thing about wireless technology comes from the fact that you have affordable 
choices in terms of hardware. For business of less than 20 potential Wi-Fi users, you can buy 
everything you would need from retail stores at a reasonable cost. The key with hardware – you 
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will overspend if you don’t buy the right equipment for your usage and environment the first 
time and you almost always will have to buy additional equipment to compensate for bad choices 
made earlier. 
 In general, you need to have a 
wireless router or access point. A 
wireless router typically will work as the 
central device in both your wired and 
wireless network. In almost all cases, 
wireless routers contain slots for you to 
plug in standard Ethernet cables for non-
wireless users. A wireless router may 
provide a good solution to smaller 
networks if you need wireless access for 
5 or less users and only need to support 4 
to 8 wired users. Most wireless routers 
come with between 4 and 8 connections 
for wired users and can technically 
connect up to a couple hundred wireless 
users. 
 For larger networks, or networks 
with wired users that require a lot of 
speed, then you would probably want to use a wireless access point in conjunction with a wired 
router. The wired router would keep track of both the wire based users and the wireless users 
with the access point connecting only the wireless users. In this setup, the access point does not 
function as a network router and only serves to provide the wireless users secure connectivity to 
your network. Most wireless routers and wireless access points cost about the same amount of 

money, but you can look to pay 
between $150 to $300 dollars for a 
good wired router. A good wired 
router is one that has some advanced 
features such as a configurable SPI 
Firewall and SSL VPN access. Even 
if you don’t know these two terms 
now, you will eventually desire at 
least one of them. Most businesses 
have the least problems when they 
employ this type of wired router and 
wireless access point setup. In short 
summary, use a business class wired 
router to handle wired users and the 
same router also manages the 
wireless users that gain connectivity 
through the access point.  
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 Most wireless routers and access points cost between $50 and $150 depending on features 
and the manufacturer. Three big players make the majority of the devices: Linksys, Netgear, and 
D-Link.  
 Every computer that you want to connect to the access point or wireless router needs to 
have a device that allows it to do so. Essentially, every computer would need a wireless network 
card (NIC). You can typically find these with costs between $30 and $70 depending on features 
and the manufacturer.   
 
 
 
Are wireless networks secure? 
 
 In general, yes provided you set them up that way. If you can see your wireless network 
on your laptop then everyone else close by can see it as well. You can’t really hide a wireless 
network and it’s sort of like advertising that you keep a secret cash vault in your office. If 
someone knows about it, they may want to break in. 
 Why would someone want to break into your wireless network? They may hope that you 
have information such as names, addresses, credit card information, bank account information 
and social security numbers of customers and employees stored on your computers. Or someone 
may want to use your network for free – possibly to upload viruses or send spam. A court can 
find you liable for things someone does using your network – think of a virus that causes 
millions of dollars of damage to people’s computer systems around the world – if you did not 
bother to even try and secure it. Additionally, if you do not use proper security on your network 
then not only will people have access to all the computers on your network, malicious persons 
can also capture and monitor all the information passed over your network. This means that will 
have potential access to all user names, passwords, email messages, and documents you transmit 
over the air. 
 The bottom line, you need to use the best available security for protecting your wireless 
network for the safety and liability of your business. Fortunately, all new wireless devices come 
with some good security built-in. You just need to know how to set it up and use it properly 
without exception. Please note that all the different standards we discussed above can use the 
latest and best security measures. The following table contains some general information on the 
security of wireless networks: 
 
Secur ity 
Protocol 

Easily 
Bypassed 

Secur ity Level What this Means 

None Yes Totally Unsecure Anyone who wants to can use your network. 
WEP Yes Better than nothing Any determined person can use your network. 
WPA* No Good Difficult to break, but not impossible. 
WPA2* No Best Considered fully secure. 
WPA2 

EAP-TLS 
No Best Too expensive to implement. Only large very 

security minded companies will use this for now. 
*  Security strength weakens if you do not use a strong password (pre-shared key) 
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 Most new wireless devices come with the ability to use WPA2. WPA2 uses a method to 
give access to and encrypt your network No one will likely break into your wireless network as 
long as you have this security feature turned on and setup properly. Everyone can see the upside 
to using good wireless security, but the downside often results in businesses disabling it. 
 You can make a very secure wireless network if you just block everyone from using it. 
While this will make the use of the Wi-Fi network impossible, enabling security on a Wi-Fi 
network makes the usage initially inconvenient. The WPA2 protocol secures your network by the 
use of a pre-shared key (password). Everyone that needs to access your network must type in the 
pre-shared key in order to use your network for the first time.  The alphabet contains 26 letters, 
the best WPA2 pre-shared key will contain a combination of at least 63 random numbers and 
letters. So if you use WPA2 to its full potential you will need to have a 63 character pre-shared 
key (also called PSK) ready in order to give someone access to your network. Once you type in 
the PSK, you can have your computer save it so you don’t need to keep typing it in.  

Just about every improvement in security comes with an inconvenience such as having to 
create, keep and give out this key. In many cases businesses either lose the key or become 
fatigued with having to keep giving it out whenever someone needs to use their network. If you 
disable the security on your wireless network then everyone in range of your network will know. 
Your network, believe it or not, will advertise itself as unsecure if you disable the security. 
 
 
 
Reasons to install a wireless network 
 
 You should have a business case for installing a wireless network since it costs money to 
buy equipment, install the network, and maintain it. Some common reasons why you may want a 
wireless network at your office: 

1. You have an office where you cannot install or it may cost too much to install a wired 
network. 
·  You may not have the authority to drill holes in the walls or your office may have 

brick or stonewalls. If you have thick or stonewalls, then this will also decrease the 
range of your wireless network.  Most networks will need additional special 
equipment in order to have even reasonable speed for 30 feet of coverage. 

2. New businesses may save money by not installing a wired network. 
·  Installing a proper wired network can cost a good amount of money and a wireless 

network will not. Your wireless network will cost extra in terms of equipment needed 
for each computer. Most new desktop computers, not laptops, will need to have a 
wireless network card purchased for them to work on a Wi-Fi network. Of course, 
wired networks operate at far superior speeds than even the fastest Wi-Fi so you 
would not want wireless if speed matters. 

3. You many want the convenience of working from anywhere inside or close by the office. 
·  If you have a laptop, then you will enjoy the ability to work from anywhere in your 

office using Wi-Fi. 
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4. Your workers may increase their productivity. 
·  If you have functional groups or your employees work in teams then the ability to use 

Wi-Fi could increase their level of collaboration. Wi-Fi can also extend network 
services to warehouse areas and this could allow the use of very productive handheld 
wireless devices. 

5. A wireless network makes a good addition to most wired networks. 
·  Having both a wired and wireless network offers both the option of speed and 

mobility. You can still use stationary desktop workstations for heavy duty computing 
and use the Wi-Fi for visitors or meetings. 

 
 Making a decision to install a wireless network for your office should fall upon your 
current knowledge of how your business will use it at present and or how it could help improve 
your business in the future. 
 
 
 
Reasons not to install a wireless network 
 
 If the potential rewards seem to outweigh the risks and costs then make sure you have 
considered the following before you call someone to install your new Wi-Fi network: 

1. Wireless networks create great potential security risks that you must properly address. 
2. You must have a plan to manage the pre-shared key(s) needed to securely access your 

network. 
3. Desktop computers do not come with the needed equipment to access a wireless network 

as well as your server. 
·  If you need to have your desktops access your Wi-Fi network then they will require 

new network adapters. If you use a server, and every business really should, the server 
will need a wireless adapter as well. 

4. Wireless performance remains far far inferior to that of wired networks. 
·  A cheap 100 Mbps (100 megabytes per second) wired switched network would 

perform at least twice as fast as the best wireless network. An affordable 1Gbps (1 
gigabyte per second) will perform at least 18.5 times faster than the best wireless 
network. If you use pictures or databases over your network you will likely find 
disappointment with the speed of even the fasted Wi-Fi network. 

5. Performance is not guaranteed. 
·  You will never really know for certain that a wireless network will work as fast or 

reliably as you need it to in your office until you install it. Even if your Wi-Fi network 
works well at first, it may perform poorly if you install several more workstations. 
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Your best bet 
 
 If you can physically install a wired network at your business location, then do so first. 
Only use the wireless option if you have lease restrictions or no place to run cables. A wire based 
network will work fast and reliably with very little maintenance if installed right the first time. 
 The reasons to install a wireless network listed above provide some good scenarios to 
install a wireless network in addition to a traditional hard-wired network. For the majority of 
businesses, creating a hybrid network that takes advantage of the strengths of both the wired and 
wireless technologies remains your best bet. 
 


